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Dispositivos IoT en el hogar — estan seguros?

Your TV might be watching you

By Erica Fink and Laurie Segall @CNNTech August 1, 2012: 11:22 AM ET

“Cualquiera que diga que sus sistemas son
in-hackeables esta equivocado”

CMET = Security » Belkin

Belkln WeMo smart home

Mo smart home networks i nger of hacks

networks in danger of
hacks

Researchers warn that more than 500,000 home automation
devices have vulnerabilities that would allow attackers to

remotely take control of thermostats, lighting, sprinkler systems,

and more.

by Dara Kerr W @darakerr / February 18, 2014 610 PM PST

G¥Money

[ Kashmir Hill, Forbes Staff
Welcome to The Mot-Se Private Parts where technology B privacy cellide
+ Follow (=17

TECH | B/27/2013 @ 3:47PM | 23,533 views

'Baby Monitor Hack' Could
Happen To 40,000 Other Foscam
Users

Los consumidores deben segurizar

y monitorear las redes hogareﬁas

CNET » Sec FTCan dNe claim over hacke

FTC and TrendNet settle
claim over hacked
security cameras

The camera maker settles a claim after hundreds of its home
security cameras were hacked and videos of babies sleeping
and children playing were published on the Web.

by Dara Kerr W @darakerr / September 4, 2013 6:30 PM PDT

Tus Usuarios de IT son usuarios de loT.

¢Puedes confiar en tus usuarios?
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Dispositivos [oT para llevar — jestan seguros?

Google Glass can be hacked via JavaScript code due to
security flaw

Fosted: 07 Feb 2014, 08:25, by Peter K.

¢ Queé tipo de datos recopila su

dispositivo movil (wearable)?

Eric Basu, Contributor
1 offer a military perspective on entrepreneurship & govt contractin
72 Rl

ENTREPRENEURS

Hacking Insulin Pumps And
Other Medical Devices From

Fiat Chrysler recalls 1.4 million cars after
Jeep hack

11182014 545 PMET | By Holly Ellystt, CNBC

JkcnBC
Car hacking: The next big
cybercrime?

As the in-car computers pick up more steam, keep in mind that more
technology often means more ways for crooks to get you.

Black Hat

News

One of the briefings at Black Hat this year
was a session on how vulnerable medical
devices are to cyber attack, given by Jav
Radcliff. This was part of our company’s
coverage of Black Hat and Defcon highlights
sent via social media. Although the actual

jolt

By Jeremy Kirk

October 17, 2012 12:4D AMET

Pacemaker hack can deliver deadly 830-volt

Pacemakers and implantable cardioverter-defibrillators could be
manipulated for an anonymous assassination

Jeep's Grand Cherokee is one of the recalled cars

El WiFi del auto tiene las mismas

vulherabilidades de seguridad que
los WiFi tradicionales

Los CSOs en las organizaciones con personas que viajan deben estar preocupados a cerca de estas

vulnerabilidades ya que un atacante podria usarlos para accede a informacién de la compaiiia

SONICWALL
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El perimetro se extiende...
Diferentes puntos de
entrada a la red
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Modern-day Security
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Stateful Packet Inspection Deep Packet Inspection
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DPI-SSL - Inspeccidon de SSL

Casl el 65% del trafico de las redes
corporativas el encriptado usando SSL.

2015 Dell Security Threat Report

HTTPS, SMTPS, NNTPS,

LDAPS, FTPS, TelnetS, IMAPS,
IRCS, and POPS — y sobre
cualquier puerto utilizado s ey

Re-encrypted

Organizaciones que no inspeccionen trafico SSL, no pueden
analizar aproximadamente 2/3 del trafico de red.

SONICWALL



Defensa-en-profundidad: Seguridad a través de Deep
Packet Inspection

Stateful Packet

Inspection Stateful packet inspection

Prevencion de Intrusiones (IPS)

Prevencion de Amenazas (anti-virus/spyware)
Des-encripcion de SSL

|dentificacion y control de aplicaciones
Gestion de anchos de banda (Traffic Shapping)
Filtros de Navegacion

Y mucho mas...

Deep Packet
Inspection

1.
2.
3.
4.
5.
6.
/.
8.

SONICWALL



Prevencion de Intrusos, AntiVirus y Anti-spyware




Next Generation Firewall (NGFW)

Interrumpir el ciclo del malware

Sitio "Bueno”
Comprometido

. URL Filtering ‘PaginaVisitada

Prevencion de

Intrusiones Exploit
(IPS)

Network Anti-
. Virus Soli ,A'“‘ de Malware
. Cloud Anti- —

Virus

Botnet Malware
Filtering

Sitio
publicando

Malware

Desencripcion de SSL

Proteccion de
los Endpoints

SONICWALL
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Somos muy diferentes

- Arquitectura multi-core > B — ;
- Sin Proxy : : .

- Sin disco duro
) - Baja latencia
- Fécil de gestionar

- Con alto rendimiento
DPI| -SSL

- Con alta capacidad de
conexiones

- Simple:

Fuente redundante —SM
HA Activo-Pasivo / A-A

SONICWALL



On Premise + Cloud — Proteccion Contra Malware

foo.exe

Proteccion contra
malware basado en Red

Descarga
Cancelada

99%

1% Descarga Restante

Traffic in Traffic out

Inspection time

Inspection capacity

—— Less More

Envio de Alertas & Descartar Conexiones
SONICWALL



On Premise + Cloud — Proteccion Contra Malware

foo.exe

Proteccién de malware } Oe7cchf78167faac97f7a45f977681d9

basado en Nube

7 5 0/ Gateway Anti-Virus Alert
o This request i blodced by the Frewall Gateway Anti-Virus

Service, Name: (Cloud Id: 10325746) MalAgent.G (Trojan)

\ I Base de Datos

Envia respuesta

para terminar la ® M
\- /

Archivo Ejecutable

conexion

SONICWALL
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Ransom

APIIOETITS,

El servidor acepta el pago solamente en Bitcoin (BTC).

aga la cantidad de 2.5 BTC (alrededor de 575 EUR) paraa la

2. La transaccion tardara cerca de 15-30 minutos para que sea confirmada.

El descifrado se iniciara automaticamente. No puede: apagar la computadora, ejecutar el antivirus,
deshabilitar la conexién a Internet. Fallos durante la recuperacion de claves y descifrado de
archivos puede conducir a darios accidentales en los ficheros.

Si no tienes Bitcoins haz clic en 'Cambiar',

69 49 39

“mn|t_sgmgmne, |+
IIIINFORMACION IMPORTANTE!!

Todos sus archivos estdn encriptados con RSA-2048 v los sistemas de cifrado AES-128.

Para mas informacidn sobre RSA consulte los siguientes enlaces:
http://es.wikipedia.org/wiki/RSA
http:/fes.wikipedia.org/wiki/Advanced_Encryption_Standard

La desencriptacién de sus archivos es selo posible con una clave privada y un programa,
el cual esta en nuestra servidor secreto.
Para recibir su clave privada de clic en uno de los siguientes enlaces:
1. http://32kI2rwsjvgjevi7 tor2web.org/E2B77703FC4BB58B
. . . 2. http://32kI2rwsjvajeui7.onion.to/E2B77703FC4BB58B

SONICWALL

3. hitp://32kI2rwsjvajeui7.onion.cab/E2B77703FC4BB58B

Si todos estos enlaces no estan disponibles, siga los siguientes pasos:
1. Descargue e instale el Navegador Tor: https://www.torproject.org/download/download-easy.htm|
2. Después de una instalacién exitosa, ejecute el navegador y espere la inicializacién
3. Introduzca en la barra de direcciones: 32kl2rwsjvgjeui?Z.onion/E2B77703FC4BBS8B
4. Siga las instrucciones en el sitio.

iiiSu ID de identificacidn personal: E2B77703FC48B58B!!!
=n e,
Hs ppeegg ok =



at Risk

Ransomware attacks on Hospitals put patients

iz] sunday, APT 103,2016 & Rakesh Krishnan

G+ | 85 mzmw 1600 W Tweet 334 |E3stere 77 P share | 2163

by se,
¢ an Ga
llagher . £
-Feb 17
201

gets bj
- gger . e
P 56am ART V'Cth; m y Softwa] e

Ost stay sijj

YOUR PERSONAL FILES
ARE ENCRYPTED

-' TIME LEFT TC PAY

Just last week, the fFederal Bureau of |nvestigation (FBI) issued an urgent Flash" message to the

pusinesses and organ'\sations about the threat of samsam Ransomware, but the ransomware has

already wreaked havoc on some critical infrastructure.

Holl
ywood
Pres,
caus Sbyte
USIng the ¢ rian Medical o
 Jun - diversion al Cente
yardspark of some o ter has shut do
x [ wn

MedStar, @ non-profit group that runs 10 hospitals in the Baltimore and Washington area, was

attacked with Samsam. also known a5 samas and MSIL, last week, which encryp(ed sensitive data at

the hospitals-

are

http://thehack
er
news.com/2016/04/hospital-ransom
ware.html

http://arstechni
: chnica.com/s [
. ecurity/201 i
6/02/la-hospital-latest-victim-of-tar
-of-targeted-crypto-ra
-ransomware-atta
ck/



Movimiento Lateral

INTELLIGENCE
GATHERING

j

POINT OF
‘i i ENTRY ASSET/DATA
LATERAL . DELIVERY

MOVEMENT |

|

A e

3 COMMAND-AND-CONTROL
COMMUNICATION

DATA
EXFILTRATION

Six Stages of an APT attack
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NEWI!IT - Introducing SonicWALL Capture

Advanced Threat Protection Service
Cloud service detects and blocks zero-day threats at the gateway

l Y Multi-engine advanced threat analysis
g .. P -3 X detects more threats, can't be evaded
vMzAy  lastline . l" — Virtualized sandbox
Mas O — Full system emulation
SonicWALL — Hypervisor level analysis
Multi-engine SonicWALL Broad file type and OS environment
Capture cloud ana lySiS

— PE, MS Office, PDF, archives, JAR, APK
— Windows, Android and Mac OS

Network anti-virus e T @
Cloud anti-virus

I Botnet filtering @

Uh

c
o

Sandbox

R e Automated and manual file submission

SSL decrypt

Intrusion prevention

SONICWALL




Posicionamiento Capture ATP
sreachi BREACH DETECTION SYSTEMS (BDS)

FireEye
L ]

- SECURITY VALUE MAP™ /

TEN mas Deatantad bkas

100%

Sandbox lider en
el mercado

| NSS Labs

oO

\

_| 2015 y 2016

http://landing.lastline.com/nss-2015
http://landing.lastline.com/nss-2016

' SONICWALL




Control de Aplicaciones
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BB IO SgaslCe

Dashboard

Mulki-Core Moritor

AppFlow Dash

AppFlow Monitar
AppFlow Reports
Threat Reports
User Manitar

BT Manitor

Cannection Monitar

Packet Monitor
Log Monitar
Swskern
Metwork
3G/ 45/Modem
SonicPaoint
Firewveall
Firewall Settings
DPI-S5L
YoIP
Anki-Spam
WP
S5L WPM
‘irtual Assist
Users
High Availability
Security Services
WAk Acceleration
AppFlow
Log

@

EEEE

Real-Time Monitor

10 minutes

To configure, go ko AppFlow = Flow Reporting.

[Using Local Collector] 17:46:54 Sep 04

0. 0MbEp=

15.0Mbp=

10.0Mbp=

5_0Mbps

Obp=
1727
£ Legends

Bl General Mulkicast
Il 555152

Bl General IKE
Ml YouTube-5727

Ml rMediaMath-7592

Service HTTPS
Managemenk

Service DiCE
EndPuoint

Ml coogle-E011

Applications #

Ml General DNS
Ml Facebook-6363
Ml Facebook-6935

Google
Analytics-2226

M fdsonar-7E67

Encrypted Key
Exchange-5

Service Terminal

Services TCP

M Irmage-g632

M Service NTP
Ml Facebook-6921

B CCSP-6908
0 Others

M Facebook-2521
M General LDAP

Bl Atlas DMT-2225

Google
- Analytics-704

General HTTPS
MGMT

B General HTTPS

B Image-4254

M vouTube-9256

Google
Analytics-7585

B CIFS-S181

Double
Werify-FE72

Microsoft Remate

Desktop-436
B General HTTP

B Image-4243

B YouTube-9255

Google Safe
Browwsing-7O07

B Service SME

B Serving-Svs-Toad

[Pwet and IPwE

- | |AII Aipps

174z

Chart Beat-3763
Facebook-2822

DMS-45395

Chart Beat-3767

Google Safe
Erowsing-705

Service Kerberos
TCF

General NETEIOS

Image-+4239
Google-9379

Site Scoub-7ES3

Betr Ad-7371

Adsafe
Media-7210

Microsoft
Metlogon-602

DMS-5183

17:45

HTTP-5147

DoubleClick-7900

ScoreCard
Research-3290

Shockware Flash
(SWFI-575

Google-6015

Microsoft RPC End
Paink Mapper-477
Google
Analytics-5574

N
| &uto Y-Scaling

17 a5

DoublecClick-g261

CMS-4395
IMR
worldwide-7023

HTTP-5145

DME-6515
Service RPC
Services (TAMAY

Aggregrake
Enowledge-7207

5. OMbp=
20 _0Mbp=
15_0Mbp=
10_0Mbp=
5. OMbp=
B 3:H

5. 0MBp=
10._0Mbp=

Ingress Bandwidth ?

| Current Ave:

12.0 Mbps

Min:

E.l Kbps

Max: 20.7 Mbps

| L\ll Interfaces Rate

IIP\M and IPwE -

| &Auto Y-Sealing

SONICWALL



La importancia del control de navegacidn

* Respondan esta pregunta.... Cuantos de ustedes preferirian....

* Mostrar a sus amigos y * Vivir cerca de un volcan
familia su Historial de Internet activo

SONICWALL
I



La importancia del control de navegacion

 Alguien esta viendo un sitio que probablemente no deberia
estar viendo.

BREAKING NEWS
Official Interest Rate remains
unchanged at 3.75%.

SONICWALL




La importancia del control de navegacion

 Alguien esta viendo un sitio que probablemente no deberia
estar viendo.

 Alguien se ofende e inicia demandas contra el canall!.

Official Interest Rate remains
%= unchanaed at 3.75%.

SONICWALL




La importancia del control de navegacion

STARTS NEW PRESENTATION'
ibd 'I'HE GI.ASS

=7 )
=
~' — -~ - “
. . .- r
_ ™
- -
-

POBN SITE | FROM. I.AS'I'
NIGHT SHOWS UP:. FAIL!
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Defensa-en-profundidad con multiples capas de
proteccion de amenazas
Continuous

Defensa de los endpoints Defensa del Perimetro Countermeasure updates

. . . - . Threat
Firewall enforced Content Filtering Prevencion de Intrusiones (IPS) S Feames
Firewall enforced Anti-Virus Inspeccién de SSL Investigacion-de Amenazas
& Anti-Spyware

Gateway + Cloud Malware Q@ Active participant in leading research
Protection organizations

Secure Mobile Access

Endpoint threat protection

Application Intelligence, Control and
Visualization

Email Security

SONICWALL



Maximum DPI Connections

2.5M — 10M 40M+ A

375K — 1.25M

4K —200K

TZ Series

Firewall Sandwich Design

SuperMassive E10000
Series

SuperMassive 9000
Series

NSA Series

50 - 3000 Mbps 3,500 - 12,000 Mbps 40,000 - 100,000+ Mbps
Deep Packet Inspection Performance

SONICWALL



Convergencia de la seguridad y networking

= . - | Dell SonicWALL GMS
o ) :‘ Gestion centralizada multi-sucursal

—

QW) /

Access Points

Dell NG-FW SonicWALL Dell SonicWALL

Dell Networking X-Series

Gestion Centralizada multi-punto SONICWALL




Dell Secure Mobile Access (SMA)

Deteccion

Control de seguridad
en punto final.
Detecta la identidad y el
estado de seguridad del
dispositivo remoto

ay
'ﬁ Empleado Extender
Viajero Empleado Y

hotspot.
Empleado ¥
desde Empleado
equipo desde PDA

publico

Acceso a Extranet '

“ Proveedor /
Cliente detras de
un firewall
Par‘tner de
negocios

e

Acceso Interno

Usuarios Internos

_ Conexién

Acceso a redes de forma
segura.

Garantiza el acceso seguro
y sencillo a todos los
recursos de la red,
definiendo perfiles de
acceso como split tunnel o

redirect tunnel mode.
SonicWALL Aventail
Secure Remote Access

Proteccion

Gestion Centralizada.
Refuerza el control del
acceso de los equipos,
permitiendo a los usuarios
acceder unicamente a las
aplicaciones autorizadas.

Datacenter Corporativo

Aplicaciones Web

Aplicaciones
Cliente/Servidor

Carpetas
Compartidas

i Bases de datos

VolP

Multi-plataforma:
*  Windows

e Linux

« Mac

« Dispositivos
Moviles

SONICWALL




SMA - Acceso remoto desde equipos moviles
(BYOD - Bring Your Own Device)

Mobile Connect for iOS

SonicWALL
Mobile Connect™

Mobile connect for Android
— Cliente nativo para acceso remoto a través de e ——

tunel D App Store
— Endpoint control: Capacidad de validar al equipo

remoto de acuerdo a:

— Numero de IME| Android
y : Marketplace ;
— Deteccion de Jailbreak en Apple (10S) Mobile Connect™
— Deteccion de Rooted device (Android) é\ s @
— Control de Applicaciones B o e
— Per-App VPN | — .

'!' X kindlefire & Windows 8

SONICWALL




SonicWALL Email Security

m f

}f l'.\ /‘
\( \f
Compliance & DMARC
Encryption Brand Protection

SONICWALL
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Protection

Spam, Virus,
Phishing




SonicWall Email Security

Email Server

'"Eﬁ-.";ii?g SonicWALL @ Anti-spam
Email Security M Anti-phishing
." | W Anti-virus (GRID Anti-Virus)

M Anti-virus (McAfee)
v M Anti-virus (Kaspersky)

& Email Compliance
New!
Outgoing y
Email <
SonicWALL \=
Email Security
Data Center End-user/Mail Client

SONICWALL
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